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Preface
Towards context, cognitive, and secure computing
Rapid advances in Internet technologies and new generation information systems are due to the development of both the
technical basis for their operation and the methods of secure communication between systems, but also of the numerous
technology implementations which mean that the world of modern technologies surrounding us is becoming less complex
and more friendly in how it communicates with humans. The progress in modern, smart technologies is made possible,
among other reasons, by the use of state-of-the-art achievements in cognitive informatics and a number of other algorithmic
techniques inspired by biology. Recently, these methods have made it possible to intelligently manage data transmissions
as well as to analyze various patterns coming from almost all facets of our life, thus contributing to the development of
Ubiquitous and Pervasive Computing.
It is due to the concept of Ubiquitous and Pervasive Computing that numerous biologicalmodels used by living organisms
to process information could be transferred to the field of information sciences and also enabled the combination of once
remote disciplines of computer science into one. An example of using such models in practice is information security
guaranteed by e.g. DNA cryptography. The models of data processing occurring in the nervous system cells may also be
applied by scattered computer systems with a great computational power. A distinctive feature of modern information
science is that it may not only just imitate simple neural systems but also model complex organisms with an advanced data
processing structure as well as simulate the behavior of entire communities. In the near future work on cognitive systems
and the artificial brain may result in the development of intelligent systems that have their own (artificial) consciousness
and their own internal emotions. Such changes do not apply just to individual computer systems but also their sets that
enable the development of the network of appliances that influences or interacts with humans thanks to fast and secure
transmission channels. This global development of information and telecommunications technologies made it possible to
implement Ambient Intelligence, a concept linked very closely to the contextual collection and analysis of data surrounding
humans.
Thus, cognitive information science, intelligent methods of collection and processing of context data derived from
ubiquitous computers as well as the security issues related to the data sent between such systems will be gaining in
importance and indicating further directions of development for modern technologies and informatics.
However, the possibility of their further development will depend on many factors, such as designing new generation
information platforms that apply cognitive models of semantic reasoning and understanding of patterns or scenes around
the systems. It may also depend on the right methods of communication (e.g. broadband, wireless, etc.), providing a high
level of security and confidentiality of the transmitted data.
These very subjects, as well as a number of others, like the ways of using biological models to invent new solutions in the
field of intelligent information systems, secure communication protocols, cryptographic attacks, distributed computations,
wireless transmissions or embedded systems, are the focus of this Special Issue of ‘‘Advances in Context, Cognitive, and Secure
Computing ’’.
We strongly believe that the papers presented in this SI make a significant contribution to the work and study conducted
by academic researchers, industry professionals, students, and everyone interested in this subject wanting to extend their
knowledge about security and cryptography, advanced cognitive systems, and context or distributed computing.
This special issue is composed of 23 papers, carefully selected according theirs subject and accepted based on merit
contents. Some of these papers are considered from the best papers presented at CISIS/IMIS 2011 Conferences. These
International Conferences play important role in developing new ideas and promoting research in the areas of secure,
context and cognitive computing.
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We would like to express our sincere appreciation of the valuable contributions made by all the authors. Our special
thanks go to the editorial board for this SI and Prof. Ervin Y. Rodin, Editor in Chief of Computers and Mathematics with
Applications Journal, for inviting us to prepare this SI and his great support throughout the entire publication process.
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